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Employer Security Checks on Employees: Permissible and
Impermissible Use of Immigrant Status and National Origin

INTRODUCTION

Theunthinkable eventsof September 11, 2001 haveleft an
indeliblemark onthiscountry asontheentireworld. Aswe
now know, terrorists can liveand work in this country for a
number of yearswithout detection, sometimesusing falsified
identity papersto enter and move about thisnation, aswell
asto obtain employment. That fact, inand of itself, has
placed Employersinanew and rather precarious position.
To protect the security of their employeesand businesses,
Employersnow areunder ever-increasing public and politica
pressureto engagein heightened security checksof their
employeesand toimplement other safety-rel ated measures.

Determining the proper and legal way to do so, however, can
beadifficult matter. Employerswho single out employees
because of their immigrant status, their nationd origin, or their
religionrisk violating variousfederd and state
anti-discrimination laws, including the Immigration Reform
and Control Act of 1986 (“IRCA”) and Title V11 of the Civil
RightsAct of 1964 (“TitleVII"). Indeed, theEqual
Employment Opportunity Commission (“EEOC”) recently
issued anumber of advisementsto Employers, urgingthemto
promotetolerancein theworkplaceinthewakeof theterrorist
attacks. Sothat Employersmay bebetter prepared to
recognize and addressthesedifficultissuesin thecoming
days, we have set forth bel ow some guidelinesfor navigating
theapplicablestatutory provisonsinthiscomplex and
senstivearea, aswell assome practica measuresthat canbe
implemented to bring about asafer, more secureworkplace.

IRCA: EMPLOYMENT VERIFICATION

AND ANTI-DISCRIMINATION

IRCA requires Employersto attest, under penalty of perjury,
that they have examined their employees’ documentationand
have verified each employee'sidentity and eigibility towork
intheUnited States. IRCA and itsregulations providethree
lists of documentsthat may be usedtothat end: (i) ListA,
documentsthat establish both identity and employment
eligibility (such asaUnited States passport, aforeign

passport with atemporary 1-551 stamp, or permanent
resident card); (ii) List B, documentsthat establishidentity
only (suchasadriver’slicenseor anidentification cardissued
by afederd, state, or local government agency); and (iii) List
C, documentsthat establish employment eligibility only
(suchasaSocid Security card, aUnited Statesbirth
certificate, or an unexpired employment authorization
document issued by thelmmigration and Naturalization
Service(“INS”)). Employersmust verify that each employee
has produced either (a) onevalid document fromListA, or
(b) onevalid document, each, fromListB and List C.

IRCA prohibitsdiscrimination onthebasisof citizenship
statusand national origin. Although IRCA permitsan
Employer to give preferenceto aUnited Statescitizen over an
equally qualified non-citizen, such preferencesmight violate
TitleVII.

SCOPE AND COVERAGE OF TITLE VII

TitleVII prohibitsadverse employment actionstaken on the
basisof anindividua’srace, color, religion, sex, or national
origin. TheEEOC and most circuit courtsthat have
addressed theissue consider even undocumented,
unauthorized workersto be protected by the provisions of
TitleVIIl. Employers, of course, aso must be cognizant of
the state anti-discrimination lawsin effect inthevarious
statesinwhich they operate, the scope and coverage of which
may differ inimportant waysfromthoseof Title VII.

SPECIFIC EXCLUSIONS FROM

“UNLAWFUL EMPLOYMENT PRACTICES”

Sadly, theevents of September 11 were not thefirst or only
national emergency that thisnation hasencountered.
EmbeddedinTitle VIl arecongressiona responsesto
historical crises. For example, TitleVII providesthat itisnot
an unlawful employment practiceto teke adverse
employment actionsagainst membersof the Communist
Party of the United States or of any other pro-communist
organization. TitleVII aso excludesfromthedefinition of
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“unlawful employment practice” any action taken against an
employeeif that employee’ s position or duties are subject to
any requirement imposed in theinterest of national security
under any statutory or Presidential national security program.

To date, however, no such national security program hasbeen
implemented addressing international terrorism, nor has Title
V1 been amended to excludefrom the definition of “ unlawful
employment practice’ employment actionsagainst certain
groupsallegedly associated with terrorism. Thelaw may be
movinginthat direction, however. On September 24, 2001,
for example, Attorney General Ashcroft presented to
Congresshisoutlineof aproposed Mobilization Against
TerrorismAct, which, initsfina form, may impact the
employment laws as noted above. Until that Act or others
likeit areimplemented, however, Employersstill must
operatewithinthe confinesof Title VI asit currently exists.

SECURITY MEASURES: PRACTICAL STEPS
Employers, with the guidance of their employment counsel,
should design and implement their workpl ace security
programsagainst the backdrop of thisstatutory framework.
S0, too, should they be aware of myriad other lawsthat may
beimplicated by such programs. Toaidin such efforts, we
offer thefollowing suggestionsfor certain practical stepsthat
can beimplemented — and certain pitfall sthat must be
avoided — to create asafer and more secureworkplace.

I dentify your particular security needsand concerns. Notwo
Employerswill havethe same security needs. Thenew face
of terrorismthrives on secrecy, anonymity, and the ability to
infiltrate ordinary but vulnerablewaksof Americanlife. The
first and most critical step for every Employer to takeisto
identify itsown particular security needsand concerns, for its
businessin genera and, indeed, for each location at whichit
operates. Indesigning asecurity program, Employersshould
keepinmind suchfactorsasthefollowing: (i) the nature of
their business, including whether it involvesor interactswith
thedefenseindustry, thechemical industry, thetravel
business, communications, intelligence, or other potential
“targets’ of international terrorism; (i) the nature of the
productsthat are handled in day-to-day operations, including
whether any products can be used for destructive purposes,
(iii) thesize of theworkforceat each location, including
whether al employeesare easily recognizablewithout
identification; (iv) the number of employeeswho comein
contact with potentially hazardous or dangerous materials,
(v) thedegreeto which employeesinteract with the public
and the ability of membersof the publicto enter the
workplace unnoticed; (vi) theturnover rate of employees,
(vii) any known* soft spots’ or particular concernswith
respect to security; and (viii) whether there have been any
“closecalls’ inwhich disasters, intentional or accidenta, were
narrowly avoided. Thelist goesonandon. No oneknows
better than Employershow toisolate and addressthe
security needsof each workplacelocation.

Review and update your background and security checks of
new hires. Themost effectiveway for Employersto keep
security threatsfrom their workforceisnot to hire persons
who arelegitimate security threatsasemployeesin thefirst
place. Athorough review and update of your background and
security check palicies, therefore, isextremely important.
Thefollowingissues, however, must be considered.

m |RCAIssues. Although Employershavean obligation not
to hire personswho present fal sified employment
documentation, aslong asthedocuments presented are
prescribed by IRCA and appear to befacially genuine,
Employersmust accept them and may not lawfully
requirethe employeeto produce any documentsor
information in addition tothem. Further, themerefact
that an employeeisof aparticular nationa originor
practicesaparticular regiond religionmost likely will be
aninsufficient basisfor an Employer to exposethat
employee’ sdocumentation to heightened scrutiny.
Employers, however, may use athird-party specialist to
review employment documentation to ensuremore
effectively theauthenticity of that documentation, but
they must take care not to do so on adiscriminatory basis
(e.g., only doing so for applicants of Arab descent).

m TitleVIl Issues. It goeswithout saying that Employers
may not refuseto hire personsbecause of their race,
religion, or national origin. Itasomost likely would bea
violation of Title VIl for an Employer to subject
applicantsto heightened background and security checks
onthebasisof aprotectedtrait. Weencourage Employers
toimplement morethorough background and security
checks, but, absent alegitimate and identifiable security
concern, such checksmust beperformedona
non-discriminatory basis. Employerswhoare
government contractorsalso should keep in mind whether
they have complied with any affirmative action plan that
isinplace.

m FCRAIssues. Employersmay desiretoretainthird-party
privateinvestigatorsto perform background and security
checksof their gpplicantsfor employment. Although that
practice, inand of itself, doesnot violateIRCA or Title VI,
it neverthel essmay implicatethe noticeand disclosure
requirementsof the Fair Credit Reporting Act (“FCRA”™)
and similar gatelaws. Thoserequirementswill betriggered
if the Employer makesemployment decisionsbased upon
information gathered bearing not only on credit worthiness,
but also on character, genera reputation, and persona
characterigics. Wesuggest that, if suchapracticeis
undertaken, Employersshould obtain Sgned rel easesat the
timeof hiring that cover future consumer reports,” aswell,
which may obviatethe need to notify employeesof such
reportsduring later stagesof theemployment relationship.
If theEmployer intendstoinitiateamoreintrusive
“invedtigativeconsumer report,” however, whichincludes
personal interviewswith the applicant’sneighbors, friends,
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and associates, then the Employer must mail written notice
to the applicant within three days of requesting the
investigationand inform the subject of hisor her right to
know the nature and scope of theinvestigation.

Designand implement areview of your current employees
employment records. Another important security measurefor
Employersisto ensurethat their existingworkforceisfree
from legitimate security threats. Again, various
anti-discriminationissuesarise.

m |RCAIlssues. ThelNSandthe Department of Labor are
authorized, ontheir owninitiative, to conduct
investigationsof Employers employment verification
practicesand proceduresto ensure compliancewith
IRCA. Employers, too, are under an ongoing obligationto
ensurethat they are compliant with IRCA. Yet, theissue
becomes more complicated when choicesneed to be made
astowhichemployees' recordsto review to confirmsuch
compliance. Aswith applicantsand new hires, national
originmost likely will beaninsufficient basisfor an
Employer totakea" second look” at anemployee’s
employment documentation. It appearsthat Employers,
though, would be entitled to perform any number of
non-discriminatory auditsof their employees work
authorization paperswithout violating the provisions of
IRCA, such asuniversal audits of thework authorization
papersof al employeesor periodic random audits of
work authorization papers. Of course, the permissibility
of such reviewswould haveto beanayzed in the context
of thefactsof any given situation.

m TitleVIl Issues. If an Employerisonly reviewingits
employees’ employment recordsand no further actionis
taken, that action most likely would not riseto thelevel of
an adverseemployment action. If any actionistaken
against an employee based upon that review, however,
then the process by which employees are selected to have
their recordsreviewed becomescritica . Subject tothe
caveat below, non-discriminatory, facidly neutra reviews
most likely would not violate Title V11, such asuniversa
reviewsof al employees’ recordsor periodicrandom
reviewsof records. By contrast, reviewsperformed on
thebasisof nationa origin (for example, if an Employer
reviewsonly the employment records of itsemployees of
Middle Eastern background) or, indeed, upon anything
lessthan atrue, palpable security concern, poseaserious
risk of violating thelaw if they resultin an adverse
employment action. After thelranian hostagesituationin
thelate 1970s, for example, some Employersdefended
actionstaken against employeesand applicantsof Iranian
background onthebasisof that crisis. That defense,
however, wasre ected by federal courts. Such cases
confirmthat, under Title V11, adverseemployment actions
may not betaken onthebasisof nationd originaloneasa
“proxy” for apurported national security concern.

OCTOBER 2001

One caveat that Employers should keep in mind when
designing and implementing asecurity review isthat, even
if suchareview isfacialy neutral, Employersstill may
faceliability for disparateimpact discrimination if that
review resultsin adisproportionate negative effect ona
protected group and cannot bejustified by abusiness
necessity. Employerswill haveto defend such claimsby
proving that their security review practicesarejob-related
and consistent with abusiness necessity. Werecommend
aprompt review of al security-related policiesand
practicesto ensurethat they arenarrowly tailored to an
articulated business necessity.

Theissues surrounding the conduct of security checksby
private Employersdo not directly implicateissues of
“racia profiling,” whichmost typicaly arisein theareaof
Fourth Amendment search and seizurelaw and, thus, are
not applicableto private sector Employers. Yet, the
smilaritiesareundeniable, and theleaeway recently given
to policeauthoritiesin identifying persons suspected of
criminal activity onthebasisof aracia or other “ profile”’
may beinstructive asto how the INS and the EEOC may
deal withsimilar issuesintheworkplace.

m FCRAIssues. Undertaking reviewsof documentation by a
third-party investigator, again, most likely will trigger the
notice and disclosurerequirementsof the FCRA and
smilar statelaws. If avaidwaiver and rel ease concerning
“consumer reports’ was obtaining at the commencement
of employment, additional noticemost likely will not be
required. Noticeand disclosurewill berequired for any
“investigative consumer reports.”

Determinethesecurity risksof your businesson a position-
by-position basis. Some positions present more of asecurity
risk than others. By identifying now the positionsthat pose
themost seriousthreatsand designing asecurity program
accordingly, Employerscan reap certainimportant and
ongoing benefits. Specificaly, identifying positionsashighly
sengitiveto security may, to aconsiderable extent, essentially
define certain security measuresinto thejob descriptionsfor
those positionsand will help Employersarticulatea
legitimate, non-discriminatory reason for undertaking

hel ghtened security measuresfor particular positions.
Additionally, to the extent that Employersare ableto describe
alegitimate business necessity with respect to security
measuresfor certain positions, it will aidindesigning a
security programthat will haveagreater chance of defeating
any disparateimpact challenge. A focused security program
alsowill help Employerseconomizeonresourcesin
implementing their programs.

Review and update your anti-discrimination and anti-
harassment policies. At present, when charges of
discrimination and harassment arelikely tobeontherisg, itis
critical for Employersto have current and updated
anti-discrimination and anti-harassment policiesand
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procedures. Employersshould review those policiesand
procedureswith their employment counsel to ensurethat
they specifically addressnot only race, sex, and age
discrimination, but also discrimination on the basisof
national origin, religion, and ethnicity. Employersshould
remind their workforce, whether through mestings,
memoranda, or other effective communications, that al types
of discrimination are prohibited. Complaint proceduresaso
should bereviewed and updated to ensure that they provide
aclear, effective, and well-advertised meansfor reporting
allegationsof unlawful discrimination.

Establish linesof communicationwith theauthorities. If an
Employer takesinformation gathered through background
checksand, rather than taking action onitsown, smply
reportsthat information to the proper authoritiesto allow
themtotakeofficial actionif theauthoritiesdeterminethat
such actionisnecessary, such conduct by the Employer may
not congtitute an adverse employment action. Althoughthat
may allow the Employer to avoid ligbility under Title VII
and IRCA, however, it raisestill further issuesregarding the
employees privacy interests, which also must be protected.
Ultimately, abalancing of those privacy interestswiththe
legitimate security interestsof the Employer and the
authoritieswill need to be performedin each situation. In
any event, simply making contact with authoritiesprior toa
security situation devel oping to openthelines of

communi cation and to establish and confirm emergency
procedureswill helpto minimizeresponsetimeif suchan
unfortunateincident ever arises.

Review and updateyour disaster recovery plan. The
magnitude of theimpact of theeventsof September 11on
businessesisdifficult to comprehend and may not befully
understood for years. Thelossof paper andinformationin
thetragedy cannot be compared tothelossof life. Yet, inour
attempt to carry on with business, now morethan ever we
know that having adisaster recovery planisextremely
important. A full review and updating of such plansis
warranted.

Implement other security measurestailored to your business.
Employershaveat their disposal till other security
measures, aswell, the effectiveness of which will depend
upon the particular situation at each workplace. For
example, suchmeasuresmightinclude: (i) implementing
morestringent policiesagainst the carrying of weaponson
company property, including pocket-knivesand other

“concedled” weapons, (i) limitingand monitoring
non-businessuse of computers, electronic mail, andthe
internet; (iii) reviewing andimproving the security of
hazardous materid sintheworkplace; (iv) requiring
employeestowear 1D badges (Employersshould take care
what information to include on such badges); (v) restricting
employeeand visitor parking to areasfurther awvay from
company buildings; (vi) restricting accessto security-
sengitivelocationsto specifically authorized employees,
(vii) installing metal detectorsat employeeentry points,
(viii) implementing morestringent policiesagainst the
carrying of boxes, largebags, or other carrying cases; and
(ix) retaining third-party security personnel where
appropriate, or reviewing the capabilitiesand effectiveness of
any existing security personnel. We suggest reviewing or
designing acomplete security programinamanner that
ensureseffectivenessand compliancewith gpplicablelaw.

CONCLUSION

For now, Employersmust deal with achanged world under the
governanceof employment lawswhich havenot yet caught up
withtoday’scircumstances, but which will surely do so before
long. Asset forth above, although Employersmust takecare
not to engagein shortsighted reactionary messures, thereare
particular, identifiable stepsthat Employersmay taketo
preservetheir own security whilestill not violating the
employment lawsasthey currently exist.
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